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Multi-Tenancy in Platform9 Private
Cloud Director: Architecture, Identity,
and Operational Control

Introduction

Modern private cloudsrarely serve a single team
orworkload. Enterprises, service providers,

and platform teams need strongisolation, fine-
grained access control, and predictable resource
governance—without deploying separate
infrastructure stacks forevery group.

Platform9 Private Cloud Director (PCD) addresses
this challenge with a first-class, identity-driven multi-

tenancy model. Rather than bolting multi-tenancy This article breaks down how multi-
ontop of infrastructure primitives, PCD integrates tenancy works in PCD: fromidentity
tenancy directly into identity, access control, and foundations to tenantisolation, quotas,
resource management, making it easier to scale and enterprise SSO.

securely and operate day-to-day.

Identity as the Foundation of Multi-Tenancy

At the core of multi-tenancy in PCD isits Identity Service, which governs authentication, authorization,
and tenant boundaries. This service is tightly integrated with tenancy and access control, ensuring
consistent enforcement across the Ul, APIs, and automation workflows.

PCD supports LDAP and Active Directory integration for unified identity management, allowing users to
authenticate through corporate identity providers (via SAML 2.0) or local accounts. Role scoping at the
tenant and domain level prevents accidental cross-tenant access and ensures that every action, from
provisioning to auditing, is tied to anidentity and explicitly scoped to a tenant, whetherit's executed
through the Ul, an API, or the command line.

Multi-Factor Authentication (MFA) is also supported to meet strict security and compliance
requirements. Together, these capabilities allow organizations to integrate PCD cleanly into existing
identity ecosystems while maintaining strong, enforceable tenantisolation.



Core Multi-Tenancy Constructs

Multi-tenancy in PCD is built from three primary logical constructs: Domains, Tenants, and Regions.

Domains: Top-Levellsolation
A Domainrepresents the highest level of organizational separation within PCD

® Separate major business units
Domains are

® lIsolate environments (e.g., internal IT vs. external customers)
commonly used to:

() Enforce administrative boundaries

Each domain hasits ownidentity namespace, users, and tenants, providing strongisolation without
requiring separate PCD installations.

Tenants: Where Workloads Live

Within a domain, Tenants (also referred to as projectsin CLIand APIs) are the primary unit of resource
ownership.

® Agroup of users
Atenant defines: > Theresources they canconsume

® Theroles and permissions they hold

Tenants encapsulate compute, storage, and networking resources, ensuring that workloads and users
from one tenant cannot interfere with another.

This model © Enterprise use cases (e.g., Finance vs. Engineering)

supports both: (> MSP scenarios (one tenant per customer)

Regions: Infrastructure Scope and Scale
Regionsrepresent logical groupings of infrastructure resources, often mapped to:

® Physical locations ® Availability zones ® Operational boundaries

Tenants operate within one or more regions, allowing organizations to:

®» Controlwhere ® Support multi-site ® Aligninfrastructure
workloads run or geo-distributed placement with
deployments compliance requirements




Resource Governance
and Quotas

Strong multi-tenancy requires more than just
strongisolation. The ability to easily manage
and scale tenant systems requires ensuring
that shared infrastructure behaves predictably,
even as multiple teams or customers compete
forthe sameresources. If clear, enforceable
controls aren’t putinto place therisk can

be enormous. One oversized workload or
careless user can quietly consume capacity
and degrade performance for everyone else.

Private Cloud Director addresses this by
giving administrators precise control over how
resources are allocated and consumed at the
tenant level. CPU, memory, storage capacity,
and networking resources can all be governed
with explicit quotas, creating clear boundaries
foreachtenant. These limits eliminate noisy-
neighbor scenarios and ensure that every
tenantreceives afair, predictable share of the
underlyinginfrastructure.

That control doesn’t stop at the tenant boundary. In environments where many users operate within the
same tenant, common ininternal private clouds, labs, and managed service offerings, PCD extends
governance down to the userlevel. Administrators can enforce per-userresource limits and define VM
lease durations, ensuring that temporary workloads don’t become permanent fixtures.

This combination of tenant quotas, user limits, and VM lifecycle controls is especially valuable in shared
and service-provider environments. It prevents resource sprawl, encourages responsible usage, and
gives operators confidence that capacity planning won’t be undermined by unchecked consumption.
The resultis a multi-tenant cloud that remains stable, predictable, and operationally sane even as usage
scales.

Role-Based Access Control (RBAC) and SSO

Effective multi-tenancy depends as much on access control as it does oninfrastructure isolation.Ina
shared private cloud, multiple levels of users are normal. Strong control means defining what they’re
allowed to see and do once they’re loggedin. Private Cloud Director enforces these boundaries through
acombination of Role-Based Access Control (RBAC) and enterprise-grade Single Sign-On.



RBAC in PCD defines the actions users can take within a tenant or domain, from full administrative control
to self-service virtual machine management or simple read-only access. Roles are explicitly scoped,
ensuring users only interact with the resources they are authorized to manage. This prevents accidental
cross-tenant access and keeps operational responsibility clearly defined, evenin complex environments
with many teams or customers.

The recommended approach is straightforward but critical: assign the least-privileged role required for
eachuserorteam, and avoid sharing administrative access across tenants. This model reducesrisk, limits
blast radius, and aligns with enterprise security best practices without adding operational overhead.

To further simplify identity management, PCD integrates with enterprise identity providers using SAML-
based Single Sign-On. By connecting to platforms such as Microsoft Entra ID (Azure AD) or Okta,
organizations can centralize authentication, apply consistent access policies, and streamline user
onboarding and offboarding. Users authenticate once through their corporate identity provider, while
platform teams retain full control over what those identities are allowed to do inside the cloud.

Together, RBAC and SSO allow infrastructure and platform teams to manage access centrally while
preserving strict tenant and domain boundaries. The result is a multi-tenant private cloud that feels
familiar to enterprise users, scales cleanly for service providers, and remains secure by design as
environments grow.

Multi-Tenant Networking and Isolation

In a multi-tenant private cloud, networking is where isolation becomes real. Identity and
access controls define who can act, but networking determines what can communicate.
Without deliberate segmentation, shared infrastructure can expose tenants to unnecessary
risk or create operational coupling between otherwise independent environments.

Private Cloud Director extends tenant boundaries into the networking layer, allowing each
tenant to operate withinits ownlogically isolated environment. Virtual networks are defined
pertenant, traffic can be segmented using VLAN or VXLAN, and DNS services can be scoped
toindividual tenants. These controls ensure that network traffic remainsisolated, security
boundaries are preserved, and workloads behave as though they are running on dedicated
infrastructure—even when the underlying resources are shared.

This model enables platform teams to safely consolidate infrastructure without sacrificing
security, performance predictability, or operational clarity as environments scale.




Common Multi-Tenant Deployment Patterns

Enterprise Private One domain for the enterprise

Cloud

© ©

One tenant per department orteam

& Sharedinfrastructure, isolated workloads

Multi-Region Enterprise Tenants span multiple regions

Deployment

© ©

Workloads placed based on geography or compliance

> Centralized identity and policy enforcement

Managed Service ®» Onetop-level administrative domain, additional
Provider (MSP) domains per customer/peridentity provider
— > Onetenant percustomer

& Strongisolation with centralized operations

Day-2 Operations in a Multi-Tenant Environment

From Onboarding to Automation

Atrue VMware replacementisn’t defined by feature checklists alone; it’s defined by operational
continuity. Private Cloud Directoris designed to support the day-to-day realities of running a multi-
tenant environment at scale, giving platform teams the tools they need to operate consistently, safely,
and efficiently as tenants come and go.

PCD enables this through:

& API-driven tenant provisioning, allowing new environments to be created programmatically and
repeatably

» Quotaand policy adjustments without downtime, so capacity and governance can evolve
without disrupting workloads

& Auditlogging and compliance reporting, providing the visibility required for security, regulatory,
and operational review

& Integrationwithinfrastructure automation tools, aligning tenant lifecycle management with
existing DevOps and IT workflows

Together, these capabilities allow enterprise and MSP teams to build repeatable onboarding workflows,
plan capacity dynamically, and enforce standardized governance across environments—all while
eliminating the manual toil and one-off processes that often plague legacy VMware-based operations.



Conclusion

Multi-tenancy only works whenit's designed into the platform from the beginning. Whenidentity, access
control, resource governance, and networking are treated as separate layers, operational complexity
creepsinandisolation becomes fragile. Platform9 Private Cloud Director takes a different approach,
delivering multi-tenancy as a cohesive, first-class capability rather than a collection of add-ons.

By unifying identity-driven access control, scoped RBAC, quota-based resource governance, and
tenant-aware networking, PCD allows organizations to securely share infrastructure without sacrificing
control or predictability. Teams can scale from a handful of internal departments to multi-region
enterprise deployments or full MSP service models, all while maintaining clear boundaries and consistent
operational practices.

Theresultis a private cloud that behaves the way operators expect: predictable, auditable, and
adaptable as requirements evolve. Whether you’'re modernizing an internal VMware environment or
building a multi-tenant cloud offering for external customers, Private Cloud Director provides the
architectural foundation and day-2 operational controls needed to run multi-tenancy with confidence.
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